
Continuous Diagnostics & Mitigation (CDM) Product Catalog  

The purpose of the Continuous Diagnostics and Mitigation (CDM), Tools/Continuous Monitoring as a Service (CMaaS) Product Catalog is to 
provide CDM Program stakeholders and CMaaS customers with a comprehensive list of CDM security products on the General Services 
Administration (GSA) Federal Systems Integration and Management Center (FEDSIM) CDM CMaaS Blanket Purchase Agreement (BPA). This 
guide serves as a mechanism to identify products that could be procured to meet specific capabilities.

The Tools/CMaaS BPA Product Catalog lists the tools and sensors cross-referenced to a list of key attributes for CDM Phase 1 security 
products. The information and data used to create the Tools/CMaaS Product Catalog includes the CMaaS BPA Awardee information, cross 
linked to product descriptions publicly available on the manufacturer's websites. 

Over the course of the CDM program, technology-based solutions will adapt with the evolving cyber-threat landscape and industry is 
expected to improve and develop new and increasingly robust solutions. As new CDM Program capabilities and Phases are executed, new 
products will be added to the BPA and this Tools/CMaaS Product Catalog will be updated accordingly. 


The Tools/CMaaS Product Catalog is not intended as an authoritative document for aligning a specific product with a specific capability 
requirement. It can, however, be used to support alignment and acquisition of specific products, support solution development based on 
capability requirements, and support Department/Agency (D/A)-specific technology roadmap development and refinement. All product 
categorizations, descriptions and weblinks have been received from the manufacturer's and are for reference only,  subject to change at 
any time, and have not been modified or endorsed by GSA or DHS. 



All product categorizations, descriptions and weblinks have been received from the manufacturer's and are for reference only, 
subject to change at any time, and have not been modified or endorsed by GSA or DHS. 

Manufacturer Product Manufacturer's CDM categorization Manufacturer's Product Description Manufacturer's link to more information

HWAM SWAM CSM VUL

Air Watch Mobile Device Management X X X X
AirWatch® Mobile Device Management enables businesses to address challenges associated with mobility by providing a simplified, efficient way to view 
and manage all devices from the central admin console. The solution enables you to enroll devices in your enterprise environment quickly, configure and 
update device settings over-the-air, and secure mobile devices. With AirWatch, you can manage a diverse fleet of Android, Apple iOS, BlackBerry, Mac OS, 
Symbian, Windows Mobile, Windows PC/RT and Windows Phone devices from a single management console. http://www.air-watch.com/solutions/mobile-device-management

Application Security Inc. DbProtect X X X X
DbProtect is a security platform designed for continuous monitoring of enterprise databases. Through its multi-user/role-based access, distributed 
architecture and enterprise-level analytics and reporting, DbProtect enables organizations to secure all of their relational databases and big data stores 
throughout their environment (on-site or in the cloud) and achieve business objectives. https://www.trustwave.com/Products/Database-Security/DbProtect/

BDNA Discover X X X

Enterprises add, remove or modify end-user devices, applications and data center hardware on a daily basis. These present significant challenges to 
maintaining IT infrastructure visibility and control. BDNA Discover, BDNA’s asset inventory solution, discovers over 450,000 different types of hardware and 
software products, both physical and virtual, across your IT estate. It is a best in class discovery solution with the largest fingerprint repository of any 
discovery solution in the market. http://www.bdna.com/bdna-discover/

BDNA Normalize X X X IT environments are challenged by a plethora of raw data that lack consistency in format and terminology. BDNA Normalize solves this problem by taking 
raw data from IT systems and normalizing data against Technopedia‘s Common Language of IT – a single, version of accurate and reliable information. http://www.bdna.com/bdna-normalize/

BDNA Technopedia X X X
Technopedia® is the world’s largest categorized repository of information on enterprise software and hardware.  It represents the intellectual property 
treasure chest of BDNA that we share with our customers, partners, and the broader IT community. Technopedia data can be accessed easily – either from 
the web or within the enterprise. http://www.bdna.com/technopedia/

Beyond Trust (Retina) Retina product bundle X X X X

Retina CS, RNSS, Retina Insight, RPA, EUS, Compliance Config Module, Gov't Report Pack. Retina CS is the only vulnerability management solution designed 
from the ground up to provide organizations with context-aware vulnerability assessment and risk analysis. Retina’s results-oriented architecture works 
with users to proactively identify security exposures, analyze business impact, and plan and conduct remediation across disparate and heterogeneous 
infrastructure. Retina CS Enterprise Vulnerability Management enables you to: 1 Discover network, web, mobile, cloud and virtual infrastructure. 2. Profile 
asset configuration and risk potential. 3. Pinpoint vulnerabilities, malware and attacks. 4. Analyze threat potential and return on remediation. 5. Remediate 
vulnerabilities via integrated patch management. 6. Report on vulnerabilities, compliance, benchmarks, etc.. 7. Protect endpoints against client-side 
attacks. http://www.beyondtrust.com/Home/AllProducts/#home-vm

Bit9 Bit9 Security Platform X X X X

The Bit9 Security Platform is the leader in proactive and customizable application control and endpoint threat prevention. It is trusted by more than 1,000 
organizations and 25 of the Fortune 100 to secure their high-risk endpoints and servers against advanced attacks.  As traditional antivirus prevention 
proves insufficient to protect organizations from advanced threats and malware, leading enterprises and organizations are looking to deploy next-
generation application control solutions that provide complete, proactive and real-time protection for critical servers and high-risk endpoints. A policy-
driven approach to endpoint security, such as the Bit9 Security Platform, can provide you with both the real-time visibility and proactive protection you 
need to take back control of your endpoints and servers stopping the threat at the source. How it Works:  Bit9′s policy-driven approach to application 
control combines a powerful visibility and application discovery agent with trust ratings from the Bit9 Threat Intelligence Cloud to help organizations 
greatly simplify and automate the set-up and administration of a secure whitelisting solution, with minimal end-user impact. https://www.bit9.com/solutions/security-platform/

BMC Software Dashboards and Analytics X X X X

Atrium IT Dashboards and IT Analytics  Benefit from highly interactive access to key metrics. Gain visibility into key IT performance indicators through point-
and-click analysis, advanced reporting, and a dashboard view of critical IT processes Improve decision-making by taking advantage of the following industry-
leading functionality:  Fully customizable, personalized, and role-based views for key performance indicators (KPIs) aligned with ITIL® best practices Highly 
intuitive, graphical interface with right-time metrics aggregated across IT processes. Drill-down and trending capabilities across business services A pre-
built data “universe” that lets non-technical users create reports in seconds, without programmingA Web-based interface for interactive, ad hoc query and 
analysis Summarized, cross-functional views of IT performance  Optimize decisions and accelerate results Understand at-a-glance how effectively IT is 
supporting critical business applications and services Share and communicate common business metrics and goals to stakeholders at all levels  Related 
Products and Services. http://www.bmc.com/it-solutions/product-listing/atrium-dashboards-analytics.html

BMC Software Discovery and Dependency Mapping X X X X Atrium Discovery and Dependency Mapping (ADDM) automatically discovers data center inventory, configuration, and relationship data, and maps 
business applications to the IT infrastructure http://www.bmc.com/it-solutions/atrium-discovery-dependency-mapping.html

BMC Software Orchestrator X X X
End-to-end IT process automation across your entire service management environment. This product provides IT process automation including: 1.   
Thousands of pre-built run books based on ITIL processes and best practices. 2. Graphical Development Studio for assembling workflows. Integration 
Mapping Wizard to simplify configuration of application interfaces. 3 Operator Control Panel for control and monitoring of workflow execution. 4. Scalable 
grid architecture with load balancing and high-availability. 5. Complete run book automation solution. http://www.bmc.com/it-solutions/product-listing/orchestrator.html

BMC Software BladeLogic Automation Suite X X X X
BMC Server Automation BMC Server Automation is the industry-l eading solution for automated management, control, and enforcement of server 
configuration changes in the data center. As part of the BMC BladeLogic Automation Suite, it provides a cross-platform solution for managing both physical 
and virtual assets — in the traditional data center and in the Cloud. http://documents.bmc.com/products/documents/27/36/242736/242736.pdf

BMC Software Bladelogic Network Automation X X X X
Use BladeLogic Network Automation for: 1. Cut operating costs with automation and one-click rollback. 2. Stop network outages by eliminating bad 
configuration changes. 3.  Guarantee compliance with best practices and regulatory standards.4. Extend change management initiatives to the network 
level. http://www.bmc.com/it-solutions/bladelogic-network-automation.html

BMC Software Decision Support X X X X Welcome to the Decision Support for Server Automation (formerly BSARA-S) Community, where members who leverage BMC technology can find 
assistance in building solutions that solve critical business problems. BMC Software experts weigh in with commentary ranging from blogs about BSM to 
podcasts on CMDB trends and discovery best practices. Check out the forums for the most current discussions and practices. https://communities.bmc.com/community/bmcdn/bmc_service_automation/reports/bsara

BMC Software Mobility for Remedy IT Service Manageme   X X X
BMC Mobility apps: 1. Manage incidents, problems, assets and change. 2. Offload calls to your help desk 3. Escalate issues and respond to assigned 
incidents. 4. Deploy assets the minute they arrive with barcode scanners. 5. Let users to submit and track service requests. 6. Review and approve change 
and service requests. 7. View real-time snapshots of IT KPIs. http://www.bmc.com/it-solutions/products/mobility-itsm.html

BMC Software Remedy IT Service Management Suite X X X X

BMC Remedy IT Service Management Suite handles your IT services and capabilities like never before. Built on more than 20 years of leadership and 
experience, this enterprise-class solution is ideal for advanced technology environments and will extend your value into IT operations management. 1. 
Access IT services and information—anytime, anywhere—through intuitive, easy-to-use self-service capabilities via social media and mobile applications. 2. 
Streamline service delivery with a scalable, secure platform.
Offer deeper, richer service-desk capabilities. 3. Increase value through easy and extensive integrations with IT Operations Management (ITOM) tools. 4. 
Choose a delivery model that fits your business—on-premises for added control and visibility or in the cloud to reduce operating costs. Enterprise-level IT 
service management, on-premises and on-demand. http://www.bmc.com/it-solutions/remedy-itsm.html

BMC Software Server Automation X X X X Manage even the biggest change and configuration tasks easily with BMC BladeLogic Server Automation. Take advantage of centralized provisioning and 
configuration tools to keeping your data center running smoothly and efficiently. 1.  Cut operational costs by automating manual tasks. 2. Reduce service 
downtime with policy-based configuration management. 3.Manage all resources from a single platform. http://www.bmc.com/it-solutions/bladelogic-server-automation.html

CA, Inc. ControlMinder X X

CA ControlMinder provides organizations with privileged identity management (PIM) that can offer you powerful control over your organization’s 
privileged users to reduce the risk of compliance failures or  costly security breaches. CA ControlMinder is a comprehensive and mature PIM solution that 
provides both broad and deep capabilities that include fine-grained user access controls, shared account password management, UNIX to Active Directory 
authentication bridging and user activity reporting ̶ in both physical and virtual environments. CA ControlMinder arms your organization with 
comprehensive PIM solutions without major impacts to your everyday business and IT activities. http://www.ca.com/us/securecenter/ca-controlminder.aspx
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CA, Inc. IT Asset Manager X

CA IT Asset Manager is comprehensive asset management software that delivers proven ROI and can help you control IT spending, enable regulatory and 
policy compliance and improve service delivery. This digital asset management software helps you get the most out of your IT assets and enable "stock on 
hand inventory" fulfillment.  IT asset management solution determines what you're paying in hardware and software fees to help you optimize your cost 
structure and reallocate underutilized assets. Software asset management capability helps plan your software licensing needs, so you can avoid fines and 
penalties that could be incurred during a software audit and avoid unnecessary purchases and overspending. http://www.ca.com/us/intellicenter/ca-it-asset-manager.aspx

CA, Inc. Service Desk Manager X X X X
CA Service Desk Manager can enable you to deliver efficiencies in IT service management to consumers, IT teams and management. Mobility and 
collaborative self-service capabilities provide a modern and social experience for accessing services and performing tasks which can help increase IT 
satisfaction and team productivity. Our service desk software provides innovative change management, extensive automation and SaaS and on-premise 
delivery models that can enable a proactive approach to IT service management and reduce business costs and risk. http://www.ca.com/us/intellicenter/ca-service-desk-manager.aspx

Cisco Systems Inc Prime Infrastructure X X

Cisco Prime™ Infrastructure is the One Management solution to address these challenges. It provides a single pane of glass for comprehensive lifecycle 
management and application performance visibility across the wireless and wired network. With its lifecycle management capabilities, network managers 
can design, operate, and maintain the network efficiently and effectively. And with its tight coupling of client awareness with application visibility and 
network control, they can improve their understanding of how and what the end user is accessing to deliver an uncompromised application experience.  In 
addition, Cisco Prime Infrastructure integrates with the Cisco® Identity Services Engine (ISE) to extend visibility into security and policy-related problems, 
presenting a complete view of client access issues with a clear path to solving them. It also integrates with the Cisco Mobility Services Engine (MSE) and 
supports Cisco CleanAir® to track and locate interferers, rogues, and Wi-Fi clients. This increased granularity helps network managers improve their agility 
in responding to demands driven by the rampant introduction of “bring your own device” (BYOD). http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-infrastruc

CORE Security CoreIMPACT X X Core IMPACT scans network servers, workstations, firewalls, routers and various applications for vulnerabilities. Identifies which vulnerabilities pose real 
threats to your network, determines the potential impact of exploited vulnerabilities and prioritizes and executes remediation efforts. http://www.coresecurity.com/core-impact-pro

CORE Security CoreINSIGHT X X
Core Insight enables you to gain actionable attack intelligence, protect against the most likely threats based on potential attacker patterns, trace attack 
paths across multiple vectors, demonstrate how attackers can chain vulnerabilities across vectors to move through your environment and prioritize 
remediation efforts for systems that are on attack paths http://www.coresecurity.com/core-insight-enterprise

DB Networks Adaptive Database Firewall Security Applia X X X X
The ADF-4200 automatically and comprehensively models the behavior of your applications SQL activity, has a very short learning period, and is the only 
solution that automatically adapts to new, or changed applications, through scheduled learning. These attributes are required given your dynamic, 
continually evolving Web, application, and database environment. http://www.dbnetworks.com/products/ADF-4200.htm

eIQ SecureVue X X SecureVue helps automate many aspects of regulations contained within the 800-53 and 8500.2 requirements. Specifically these include: Audit Log 
Management/SIEM, Configuration Monitoring and Continuous Monitoring. http://www.eiqnetworks.com/products/securevue/overview

EMC Smarts Network Configuration Manager X

EMC Smarts Network Configuration Manager enables model-based, automated network compliance, change, and configuration management so you can 
perform common network change and configuration management tasks in a fraction of the time it takes using manual steps or multiple element managers. 
Network Configuration Manager uses network device and service configuration transparency for industry-recognized best practices, collaborative network 
infrastructure design, and complete compliance with workgroup, corporate, and regulatory requirements. With Network Configuration Manager, 
organizations can: 1. Become instantly informed and see all changes and deviations from approved configurations. 2. Leverage policy-based remediation 
and improve productivity by making corrections faster. 3. Automate updates, accelerate changes and rollouts, and eliminate risk associated with human 
error. http://www.emc.com/it-management/smarts/network-configuration-manager.htm

ForeScout CounterACT X X X X

ForeScout CounterACT is an automated security control platform that delivers real-time visibility and control of all devices on your network. ForeScout 
CounterACT automatically identifies who and what is on your network, controls access to your network resources, measures compliance with your security 
policies, blocks network threats, and remediates endpoint security violations when they occur. CounterACT makes you smarter, your network more 
secure, and your staff less busy by automating tasks that are currently laborious http://www.forescout.com/product/counteract/

HP Software Adoption Readiness Tool X X X X HP Software's Adoption Readiness Tool is the perfect marriage of content created by HP Software Subject Matter Experts and the content development 
tools that you can use to create and customize content to meet the needs of your environment. Choose to deliver the pre-designed core content (i.e. Asset 
Manager), or customize your own and roll out across your entire organization – resulting in a comprehensive documentation, training and support strategy. http://h20546.www2.hp.com/main/US/news.cfm?NewsID=179&jumpid=va_R11374_us/en/large

HP Software ArcSight X X X X

A comprehensive solution suite that enables cost-effective compliance and provides advanced security analytics to identify threats and manage risk, so you 
can protect your business.HP ArcSight ESM: Powered by CORR-Engine HP ArcSight ESM analyzes and correlates every event that occurs across the 
organization--every login, logoff, file access, database query--to deliver accurate prioritization of security risks and compliance violations. ARCSIGHT 
LOGGER Collect logs from all your diverse sources and get a single consolidated view of your machine data. This log management software makes it easy 
for you to manage IT operations and leverage logs for maximum business value. http://www8.hp.com/us/en/software-solutions/enterprise-security.html

HP Software Asset Manager X X X X ASSET MANAGER Asset management software that helps you to manage your assets across procurement, active lifecycle, and disposals so you can 
optimize end-to-end asset usage for optimal value and lower costs. http://www8.hp.com/us/en/software-solutions/asset-management-software/index.html

HP Software BSA Security and Compliance X
HP Business Service Automation (BSA) Essentials delivers summary reports and ROI data on the operation of your automation solutions. It also helps make 
sure your company complies with internal and industry regulatory standards. It includes three components. HP Live Network enables you collaborate with 
peers and with HP automation experts. Security and Compliance provides you with ongoing security vulnerability detection and remediation policies. And 
Essentials Reporting software lets you analyze compliance risk and automate the efficiency of your HP solutions. http://www8.hp.com/us/en/software-solutions/software.html?compURI=1174794

HP Software Client Automation Enterprise X X X X

HP CAE solutions deliver optimal performance, unprecedented reliability, and collaboration with experienced partners.  Innovation. HP develops 
integrated SMP server and SMP cluster solutions that ensure superior results for CAE applications.  Choice. HP offers a wide range of industry standards-
based workstations, servers, blades, OSs, middleware, interconnects, and integrations services—ensuring the optimal solution for your CAE applications.  
Performance. Collaborative partnerships between HP and CAE ISVs produces exceptional performance to conquer your biggest computing challenges.  
Choose your optimal CAE solution, based on the industry's broadest choice of industry-standard products and HP expertise. Exceed your CAE compute, 
data, and visualization requirements—and achieve greater return on your investments.  http://h71028.www7.hp.com/enterprise/cache/4550-0-0-225-121.html

HP Software Connect-It X X X X

HP Connect-It (CIT)  HP Connect-It is an integration platform that exposes technology infrastructure data as common business objects. The HP Connect-It 
family of connectors leverages industry-standard protocols and connects with third-party information systems in order to integrate technology 
infrastructure products with external information systems to align business processes and synchronize relevant data.  Key features and benefits: 1. 
Integrates ITSM solutions with almost any data source      Leverages industry-standard protocols. 2. Helps Manager s make informed business decisions      
Improves data quality and integrity. 3. Includes built-in best practice integrations. 4. Reduces implementation time. 5. Provides the power of an enterprise 
application integration (EAI) tool at the cost of a gateway. http://www.hpadvantageinc.com/Content/integrations/methods/concepts/hp_connectit.htm

HP Software Fortify X X X X Fortify - Assess and quantify your software security risk with HP Fortify on Demand. Learn more sw | blue icon | check page Assure Build security into 
software. Identify vulnerabilities, prioritize them by risk and provide line by line code detail to fix. Learn more sw | blue icon | protected page Protect 
Monitor high-risk applications while they run. Detect threats and take appropriate action based on custom rules – all in real-time. http://www8.hp.com/us/en/software-solutions/application-security/
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HP Software HP Network Automation X X X X

HP Network Automation software  HP Network Automation software automates the complete operational lifecycle of network devices from provisioning 
to policy-based change management, compliance, and security administration. When combined with HP Network Node Manager i (NNMi) software, you 
get an integrated solution that unifies network fault, availability, and performance with change, configuration, compliance, and automated diagnostics. 
Network Automation is one component of the HP Automated Network Management Suite which provides a holistic, automated approach across the 
network management domain of fault, availability, performance, and change, configuration, compliance and process automation. Key benefits: 1. Reduce 
costs by automating time-consuming manual compliance and configuration tasks. 2.Pass audit and compliance requirements easily with proactive policy 
enforcement and audit and compliance reports. 3. Improve network security by recognizing and fixing security vulnerabilities before they impact your 
network. Increase network stability and uptime by preventing the inconsistencies and mis-configurations. 4. Use process-powered automation to deliver 
application integrations, which deliver full IT lifecycle workflow automation. http://www8.hp.com/us/en/software-solutions/software.html?compURI=1169982#.U9K2ULEvfr4

HP Software NNMi (Network Node Manager) X X X X NETWORK NODE MANAGER i Network management software that helps unify fault, availability, and performance monitoring to improve network uptime 
and performance, and increase responsiveness to business needs. http://www8.hp.com/us/en/software-solutions/network-node-manager-i-network-management

HP Software Operations Anayltics X X Operations Analytics is a Big Data analysis solution that helps IT use all the insights hidden in system silos to resolve root cause of failures faster and 
improve future operational performances. http://www8.hp.com/us/en/software-solutions/operations-analytics-operations-analysis/

HP Software Operations Orchestration X X X X Operations Orchestration software automates processes to reduce errors, boost performance and save time and money. http://www8.hp.com/us/en/software-solutions/operations-orchestration-it-process-automation/

HP Software Server Automation X X X X
 Decrease downtime and risk of manual configuration, and reduce time spent provisioning, managing patches, and maintaining security across managed 
servers by 90%. You can define server build plans for both physical and virtual servers. Plans cover provisioning, patches, and software policies for bare 
metal builds as well as upgrades. http://www8.hp.com/us/en/software-solutions/server-automation-software/index.html

HP Software UCMDB (Universal Configuration Managem  X X X X

HP Universal Configuration Management Database (CMDB) Data Sheet 
Universal Configuration Management Database (UCMDB) 
Store, control, and manage software and infrastructure components and their relationships and dependencies, to improve and simplify change control and 
avoid costly service disruptions. http://www8.hp.com/us/en/software-solutions/configuration-management-system-database/ind

HP Software Universal Discovery X X X X

CMS Components 
Reconcile data from multiple discovered and federated sources into one data set, and transform data into actionable information by using UCMDB 
Configuration Manager (UCMDB). Acquire and maintain application and IT infrastructure data for UCMCB by using Universal Discovery (UD) software and 
its rich, constantly updated content. 
HP Universal Configuration Management Database (CMDB) Data Sheet 
Universal Configuration Management Database (UCMDB) 
Store, control, and manage software and infrastructure components and their relationships and dependencies, to improve and simplify change control and 
avoid costly service disruptions. 
Universal Discovery 
Automate discovery and dependency mapping to simplify and accelerate impact analysis, reduce business downtime, improve visibility, and cut 
operational expenses. http://www8.hp.com/us/en/software-solutions/configuration-management-system-database/ind

HP Software Webinspect X X X X

HP WebInspect Enterprise is a web application management platform that makes it possible to conduct and manage thousands of distributed web 
application security assessments. Focusing on the entry points most exposed to the outside world, it helps you prioritize your web risk management efforts 
and address likely points of attack. It gives security managers insight into assurance efforts before and during production, and allows them to tightly 
control security programs using role-based scanning and reports. It also gives IT the power to demonstrate compliance with regulations and internal 
security policies. http://www8.hp.com/us/en/software-solutions/software.html?compURI=1341991&jumpid=reg_

IBM IBM Tivoli Endpoint Manager X X X X IBM Endpoint Manager and MaaS360 provide real time visibility and control over all endpoints--from servers to smartphones--both on and off your 
corporate network, so you can find and fix problems in minutes. 
 http://www-01.ibm.com/software/tivoli/solutions/unified-device-mgmt/

IBM InfoSphere Guardium X X X X

The InfoSphere Platform provides all the foundational building blocks of trusted information, including data integration, data warehousing, master data 
management, big data and information governance. The platform provides an enterprise-class foundation for information-intensive projects, providing the 
performance, scalability, reliability and acceleration needed to simplify difficult challenges and deliver trusted information to your business faster. Core 
Capability.  Information Integration and Governance. Bringing together diverse data, managing its quality, maintaining master data, securing and 
protecting data, managing data across its lifecycle.

http://www-01.ibm.com/software/data/infosphere/

IBM MaaS360 Mobility X X X X

Complete Mobile Security With MaaS360 Secure Productivity Suite, you get everything you need to enable a secure & productive working environment for 
users on the go. MaaS360 Secure Mail An intuitive office productivity app for email, calendar & contacts. MaaS360 Mobile Application Security A mobile 
application container with full operational & security management to protect against data leaks. MaaS360 Secure Document Sharing An extension of the 
MaaS360 Doc Catalog into a fully secure document container to view and share content. MaaS360 Secure Browser A fully-functional web browser to 
enable secure access to corporate intranet sites and enforce compliance with content policies http://content.maas360.com/www/content/ds/ds_maas360_mdm_Secure-Productivity-Suite.pd

IBM QRadar X X X X

IBM® QRadar® Security Intelligence Platform products provide a unified architecture for integrating security information and event management (SIEM), 
log management, anomaly detection, incident forensics and configuration and vulnerability management. These products offer advanced threat detection, 
greater ease of use and lower total cost of ownership.

IBM QRadar Security Intelligence Platform products deliver: 1.A single architecture for analyzing log, flow, vulnerability, user and asset data. 2.Near real-
time correlation and behavioral anomaly detection to identify high-risk threats. 3.High-priority incident detection among billions of data points. 4. Full 
visibility into network, application and user activity.. 5. Automated regulatory compliance with collection, correlation and reporting capabilities. http://www-03.ibm.com/software/products/en/qradar

IBM Security Appscan X X X X

IBM® Security AppScan® enhances web application security and mobile application security, improves application security program management and 
strengthens regulatory compliance. By scanning your web and mobile applications prior to deployment, AppScan enables you to identify security 
vulnerabilities and generate reports and fix recommendations.
IBM Security AppScan Enterprise: Enables organizations to mitigate application security risk, strengthen application security program management 
initiatives and achieve regulatory compliance.
IBM Security AppScan Standard: Helps organizations decrease the likelihood of web application attacks and costly data breaches by automating application 
security vulnerability testing.
IBM Security AppScan Source: Helps organizations lower costs and reduce risk exposure by identifying web-based and mobile application source code 
vulnerabilities early in the software development lifecycle, so they can be fixed before deployment. Arxan Application Protection for IBM Solutions: 
Extends IBM Security AppScan vulnerability analysis capabilities to mobile application hardening and runtime protection. Features. Virtual Forge 
CodeProfiler for IBM Security AppScan Source: Automates static analysis security testing to identify and remediate vulnerabilities in Advanced Business 
Application Programming (ABAP) source code. http://www-03.ibm.com/software/products/en/appscan

LogRhythm LogRhythm X X X X This is an enterprise wide, Log Source based software only perpetual license that includes Agents; Log Sources licenses; LM, XM and EM Software licenses, 
and AIE licenses per user.  This license includes first year maintneance. http://www.logrhythm.com
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Lumension Security Inc Lumension X X X X

Lumension® Patch and Remediation – Reduces organizational risk and optimizes IT operations through the timely, proactive elimination of OS and 
application vulnerabilities across all endpoints and servers. Heterogeneous platform and 3rd party vulnerability content support includes Microsoft® 
Windows®, UNIX®, Linux®, Apple®, Adobe®, Oracle® Java™ and more. 2. Lumension® Content Wizard – Delivers customized extensibility through wizard-
driven and custom scripting tools to take any action on endpoints including deploying and removing software, remediating configurations, performing 
systems management tasks and delivering custom patches. 3. Lumension® Security Configuration Management – Ensures that endpoints are securely 
configured and in compliance with industry best practices and regulatory mandates while reducing configuration drift. 4. Lumension® Endpoint Power 
Management – Reduces PC power consumption and IT TCO by defining and enforcing system-wide power management policies across endpoints without 
requiring additional investment in stand-alone power-management products. 5. Lumension® Mobile Device Management – Supports secure business use 
of smartphones and tablets to enable increased productivity while reducing risk and protecting sensitive data. 6.  Lumension® Enterprise Reporting – 
Robust data warehouse that enables easy creation and sharing of reports on all aspects of your remediation efforts in support of policy compliance. https://www.lumension.com/

Lumeta Corporation IP Sonar X IPsonar provides visibility into every IP asset, host, node, and connection on the network, performing an active probe and mapping everything that's on the 
network, resulting in a comprehensive view of the entire routed infrastructure http://www.lumeta.com/product/ipsonar.html

McAfee Advanced Correlation Engine X X X X McAfee Advanced Correlation Engine monitors real-time data, allowing you to simultaneously use both rule-based and rule-less correlation engines to 
detect risks and threats before they occur. You can deploy Advanced Correlation Engine in either real-time or historical modes. http://www.mcafee.com/us/products/advanced-correlation-engine.aspx

McAfee Application Control X X X X

McAfee Application Control software provides an effective way to block unauthorized applications and code on servers, corporate desktops, and fixed-
function devices. This centrally managed whitelisting solution uses a dynamic trust model and innovative security features that thwart advanced persistent 
threats — without requiring signature updates or labor-intensive list management. Complete protection from unwanted applications — Application 
Control extends coverage to executable files, libraries, drivers, Java apps, ActiveX controls, scripts, and specialty code for greater control over application 
components. Flexibility for desktop users and server admins — IT can empower select desktop and server users to approve new apps instantly, and IT can 
choose to approve or reject these new apps during their routine audit. Viable security for fixed-function and legacy systems — Application Control has a 
small footprint and low performance overhead, making it the perfect solution for protecting fixed-function devices, such as kiosks and point-of-sale (POS) 
terminals. It also extends protection to your legacy Windows NT and Windows 2000 systems. http://www.mcafee.com/us/products/application-control.aspx

McAfee Application Data Monitoring X X X X The McAfee Application Data Monitor appliance decodes an entire application session to Layer 7, providing a full analysis of everything from the underlying 
protocols and session integrity all the way up to the contents of the application (such as the text of an email or its attachments). This level of detail allows 
accurate analysis of real application use, while also enabling you to enforce application use policies and detect malicious, covert traffic. http://www.mcafee.com/us/products/application-data-monitor.aspx

McAfee Asset Manager X X X X

McAfee Asset Manager uses both passive and active scanning techniques to canvass everything on your network in real time. This continuous asset 
monitoring integrates with industry-leading vulnerability scanning and incident management workflows to enable continuous asset compliance. Now you 
can uncover hidden devices on your network as well as smartphones, tablets, virtual machines, and laptops that come and go between scheduled scans. 
What you haven’t been seeing or scanning will surprise you — and could be jeopardizing compliance. If it has an IP address or is using your network, 
McAfee Asset Manager can discover and assess it in real time, revealing the compliance of all assets on your network.

McAfee Asset Manager gives you: 1. Real-time awareness of all devices on the network
2. True device tracking based on a media access control (MAC) address, preventing inaccurate device information if a device IP address changes. 3.  An 
agentless solution which provides a real-time inventory of all devices connected to the network, including device profiles and the identities of device users, 
and creates a physical network topology for each site. 4. Virtual environments mapping showing the exact mapping of the virtual guest to its host. 5. Rapid 
deployment with one-time installation, no agents, and no required infrastructure changes.6.  Integration with McAfee ePolicy Orchestrator (McAfee ePO), 
and McAfee Vulnerability Manager to enable network-wide, up-to-date risk visibility http://www.mcafee.com/us/products/asset-manager.aspx

McAfee Change Control X X X X

McAfee Change Control software eliminates change activity in server environments that can lead to security breaches, data loss, and outages. Change 
Control makes it easy to meet regulatory compliance requirements. Gain continuous visibility and real-time management of changes — Protect critical 
system, configuration, and content files across distributed and remote locations by enabling instant change detection and providing sophisticated alerting 
mechanisms. Prevent tampering with critical files and registry keys — Enforce change policies and block all unauthorized changes, whether attempted 
maliciously or in error.
Fulfill PCI DSS regulation requirements — Change Control File Integrity Monitoring (FIM) software lets you validate PCI compliance in real time. It includes 
out-of-the-box FIM rules that make it easy to get started, and includes QSA-friendly reports for simple PCI reporting.
Prevent change-related outages and delays — Block unauthorized changes, while emergency fixes and other out-of-process changes are automatically 
documented and reconciled for easier audits.
Get rid of resource-intensive compliance policies — Eliminate the need for manual, error-prone, and resource-intensive compliance policies that are often 
associated with SOX mandates and other regulations. With McAfee Change Reconciliation software (optional), Change Control lets you build an automated 
IT control framework in which all the information required to verify compliance is available in a single reporting system.
Gain centralized change management — Change Control integrates with McAfee ePolicy Orchestrator (McAfee ePO) software for centralized IT 
management. http://www.mcafee.com/us/products/change-control.aspx

McAfee Database Event Monitor X X X X

Database Event Monitor for SIEM is the only product that both consolidates database activity into a central audit repository and provides normalization, 
correlation, analysis, and reporting of that activity. It normalizes activity for analysis with other pertinent security information for expanded visibility into 
user and data interactions, user information, application contents, OS activity, vulnerabilities, and even network location. Database Event Monitor for SIEM 
allows you to: 1.Track users across applications 2. Examine full session activity, from login to logoff. 3. Detect sensitive data and identify policy violations
4. Detect loss of data through authorized channels 5. Correlate database activity to security events. 6. Generate detailed reports for PCI DSS, HIPAA, NERC-
CIP, FISMA, GLBA, SOX, and many more compliance requirements http://www.mcafee.com/us/products/database-event-monitor-for-siem.aspx

McAfee Endpoint Protection X X X X

McAfee Endpoint Protection — Advanced Suite delivers integrated, proactive security that blocks malware and zero-day threats. It protects Windows, 
Mac, and Linux systems on and off your network. With centralized policy-based management and auditing, Endpoint Protection — Advanced Suite helps 
keep your systems and data safe and compliant. Endpoint Protection — Advanced Suite includes:
Real-time anti-malware protection — Block viruses, Trojans, worms, adware, spyware, and other potentially unwanted programs that steal confidential 
data and sabotage user productivity.
Unrivaled centralized management — The McAfee ePolicy Orchestrator (McAfee ePO) platform with Real Time for McAfee ePO provides instant visibility 
and control over security defenses and unifies controls over all your security and compliance tools, from McAfee as well as third parties.
Strong device control — Comprehensive device control monitors and restricts data copied to removable storage devices, ensuring that sensitive 
information remains safe. http://www.mcafee.com/us/products/endpoint-protection-advanced-suite.aspx

McAfee Enterprise Log Manager/Event Receiver X X X X McAfee Enterprise Log Manager automates log management and analysis for all log types, including Windows Event logs, Database logs, Application logs, 
and Syslogs. Logs are signed and validated, ensuring authenticity and integrity — a necessity for regulatory compliance and forensics. Out-of-the-box 
compliance rule sets and reports make it simple to prove your organization is in compliance with regulations and internal policies. http://www.mcafee.com/us/products/enterprise-log-manager.aspx
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McAfee Enterprise Security Manager X X X X
McAfee Enterprise Security Manager provides the speed and rich context required to identify critical threats, respond quickly, and easily address 
compliance requirements. Continuous global threat and enterprise risk feeds deliver adaptive and autonomous risk management, allowing remediation of 
threats and compliance reporting in minutes instead of hours. http://www.mcafee.com/us/solutions/security-management-platform/security-management-pla

McAfee ePolicy Orchestrator X X X X

McAfee ePolicy Orchestrator (McAfee ePO) is the most advanced, extensible, and scalable centralized security management software in the industry. 
Unifying security management through an open platform, McAfee ePO makes risk and compliance management simpler and more successful for 
organizations of all sizes. As the foundation of McAfee Security Management Platform, McAfee ePO enables customers to connect industry-leading 
security solutions to their enterprise infrastructure to increase visibility, gain efficiencies, and strengthen protection.
Customers use McAfee ePO’s flexible automation capabilities to streamline workflows, dramatically reducing the cost and complexity of security and 
compliance administration.
Security providers and system integrators can extend the reach of their offerings by incorporating their expertise and best practices with the McAfee ePO 
platform to deliver differentiated solutions.
End-to-end visibility —Get a unified view of your security posture. Drillable, drag-and-drop dashboards provide security intelligence across endpoints, data, 
mobile, and networks for immediate insight and faster response times.
Simplified security operations — Streamline workflows for proven efficiencies. Independent studies show McAfee ePO software helps organizations of 
every size streamline administrative tasks, ease audit fatigue, and reduce security management-related hardware costs.
An open, extensible architecture — Leverage your existing IT infrastructure. McAfee ePO software connects management of both McAfee and third-party 
security solutions to your LDAP, IT operations, and configuration management tools. http://www.mcafee.com/us/products/epolicy-orchestrator.aspx

McAfee Event Reporter X X X X
Event Reporter delivers consolidated, rapid, and relevant reporting for McAfee endpoint, network, and security management solutions. Expert-built 
content provides McAfee customers with rich real-time and historical insights into McAfee event streams in a responsive, intuitive investigation platform. 
McAfee Event Reporter offers both single-solution and consolidated views across multiple technologies in a
variety of formats, including real-time dashboards and long-term historical reports http://www.mcafee.com/us/resources/data-sheets/ds-event-reporter.pdf

McAfee Global Threat Intelligence for Enterprise S  X X X X
McAfee Global Threat Intelligence for Enterprise Security Manager. Built for big security data, McAfee Global Threat Intelligence for Enterprise Security 
Manager (ESM) puts the power of McAfee Labs directly into the security monitoring flow using McAfeeÕs high-speed, highly intelligent Security 
Information and Event Management (SIEM). http://www.mcafee.com/us/products/threat-intelligence-exchange.aspx

McAfee Host Intrusion Prevention X X X X

McAfee Host Intrusion Prevention for Desktops safeguards your business against complex security threats that may otherwise be unintentionally 
introduced or allowed by desktops and laptops. Host Intrusion Prevention for Desktops is easy to deploy, configure, and manage. 1.  Comprehensive 
security — Three layers of protection (signature analysis, behavioral analysis, and dynamic stateful firewall with global reputation technology) prevent 
intrusions, protect assets, and defend your company against known and emerging exploits, including zero-day attacks. 2. Advanced vulnerability shielding 
— Stronger protection against exploits that target new vulnerabilities means your IT staff has more time for planning, testing, and deploying patches. 3. 
Automatic updates — Security content updates are delivered automatically to target specific vulnerabilities and block emerging threats (including buffer-
overflow attacks) from executing. 4. Customized security control — Easily apply different levels of protection based on location (corporate network, VPN, 
or public network). Host Intrusion Prevention travels with the laptop and can provide varying degrees of protection, depending on whether you are in the 
office, at home, or on the road. http://www.mcafee.com/us/products/host-ips-for-desktop.aspx

McAfee Policy Auditor X X X X

McAfee Policy Auditor helps you report consistently and accurately against key industry mandates and internal policies across your infrastructure or on 
specific targeted systems. Policy Auditor is an agent-based IT audit solution that leverages the Security Content Automation Protocol (SCAP) to automate 
the processes required for internal and external IT audits.
Streamlined deployment and management — The McAfee ePolicy Orchestrator (ePO) platform provides easy Policy Auditor deployment, and simplified 
reporting and compliance management.
Flexible policy formation — Within minutes, Policy Auditor allows for the creation of new policies designed by you, set by corporate governance, or from 
authoritative sites such as Federal Desktop Core Configuration (FDCC). Real-time audits and controls for setting the frequency of data capture deliver 
timely information for compliance.
Predefined templates and controls — Policy Auditor comes with predefined benchmark templates and the ability to ensure protection of the business by 
employing blackout windows that halt data capture during key http://www.mcafee.com/us/products/policy-auditor.aspx

McAfee Real Time Command X X X X
McAfee Real Time Command revolutionizes security and systems management with immediate visibility into data and instant interventions. This powerful 
solution lets customers use plain English to find facts quickly and exert control over their IT environment with confidence. From stalking targeted malware 
and forbidden applications to large-scale remediation of noncompliance, McAfee Real Time Command empowers administrators to manage incident 
response, outbreaks, patching issues, security policies, and software compliance proactively. http://www.mcafee.com/us/products/real-time-command.aspx

McAfee Risk Advisor X X X X

McAfee Risk Advisor takes the guesswork out of protecting critical assets by proactively correlating a threat feed with vulnerability and countermeasure 
information to pinpoint at-risk critical assets that require immediate attention. Risk Advisor helps determine what countermeasures you need, and when 
you need them, enabling businesses to defend against the very real threats faced daily, including malicious hackers, viral malware, and other emerging 
dangers.
Improved visibility into risk posture — Risk Advisor provides an “at-a-glance” view of the risks facing an enterprise and pinpoints areas that need attention. 
From Risk Advisor's global risk dashboards, you can quickly drill down to get granular details of a threat and how it relates to specific assets.
Consolidated threat feed viewer — Get updated information about new and current threats from millions of collection points, delivered by our renowned 
research organization, McAfee Labs. In addition to threat descriptions and analyses, the threat feed supplies recommended http://www.mcafee.com/us/products/risk-advisor.aspx

McAfee VirusScan Enterprise X X X X

McAfee VirusScan Enterprise combines anti-virus, anti-spyware, firewall, and intrusion prevention technologies to stop and remove malicious software. It 
also extends coverage to new security risks and reduces the cost of responding to outbreaks with the industry’s lowest impact on system performance. 
With VirusScan Enterprise, you get: Maximum defense against malware — Safeguards your systems and files from viruses, spyware, worms, Trojans, and 
other security risks. It detects and cleans malware, and allows you to easily configure policies to manage quarantined items. Proactive protection from 
attacks — Real-time scanning ensures all your systems, including remote locations, are protected from current and emerging threats. VirusScan Enterprise 
also guards against buffer-overflow exploits that target vulnerabilities in Microsoft applications. Easy, centralized management — The McAfee ePolicy 
Orchestrator (ePO) platform is the centralized management console for deploying policies, managing security alerts, and viewing automated reports. 
Enhanced security powered by McAfee Global Threat Intelligence — McAfee Global Threat Intelligence (GTI) is a comprehensive cloud-based threat 
intelligence service. Already integrated into McAfee security products, it works in real time, 24 hours a day, to protect customers against cyberthreats http://www.mcafee.com/us/products/virusscan-enterprise.aspx

McAfee Vulnerability Manager X X X X

McAfee Vulnerability Manager, with its McAfee Asset Manager feature, delivers unrivaled scalability and performance, actively or passively canvassing 
everything on your network. Now you can uncover devices hidden on your network as well as smartphones, tablets, and laptops that come and go 
between scheduled scans. What you haven’t been seeing or scanning will surprise you — and could be jeopardizing your compliance. Thousands of 
organizations rely on Vulnerability Manager to quickly find and prioritize vulnerabilities, with deployments ranging from a few hundred nodes to one 
continuously scanning more than four million IP addresses. If it has an IP address or is using your network, Vulnerability Manager can discover and assess 
it, automatically or on a schedule, revealing the compliance of all assets on your network. http://www.mcafee.com/us/products/vulnerability-manager.aspx
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McAfee Web Application Assessment X X X X

Foundstone Web Application Penetration Assessment looks at a website from the perspective of a malicious hacker and finds the holes before they can be 
exploited. Foundstone has led the field of web application penetration testing since day one. We published “Hacking Exposed: Web Applications” and 
continue to drive thought leadership in the industry with our latest book, “How to Break Web Software.” We will continue to integrate the service into our 
broader software security offerings to help our customers design and build more secure software. Foundstone built and released many free tools to help 
automate some areas of testing, including SSLDigger, a tool to test the cipher strength and SSL configuration on web servers; CookieDigger, a tool to test 
the security strength of session cookies; and SiteDigger, a tool to determine if search engines like Google are exposing parts of your online presence. http://www.mcafee.com/us/services/technology-consulting/software-and-application-security-se

Qualys, Inc. Enterprise Policy Compliance X X X X Qualys Policy Compliance (PC) is a cloud service that performs automated security configuration assessments on IT systems throughout your network. It 
helps you to reduce risk and continuously comply with internal policies and external regulations. https://www.qualys.com/enterprises/qualysguard/policy-compliance/

Qualys, Inc. Enterprise Vulnerability Management X X X X Qualys VM is a cloud service that gives you immediate, global visibility into where your IT systems might be vulnerable to the latest Internet threats and 
how to protect them. It helps you to continuously secure your IT infrastructure and comply with internal policies and external regulations. https://www.qualys.com/enterprises/qualysguard/vulnerability-management/

Rapid7, Inc. Nexpose X X X X
Vulnerability management is considered a security best practice defensive measure to protect against today's threats. Nexpose is the only vulnerability 
management solution to analyze vulnerabilities, controls, and configurations to find the who, what, and where of IT security risk. It uses RealContext™, 
RealRisk™, and the attacker's mindset to prioritize and drive risk reduction. https://www.rapid7.com/products/nexpose/

RedSeal Networks Appliance X X X X The RedSeal 4205 appliance provides a secure, easy to deploy means of implementing RedSeal software. http://www.redsealnetworks.com/files/collateral/datasheets/RedSealNetworks_Datasheet_RedS

RedSeal Networks License X X X X RedSeal empowers government agencies to meet specific requirements of the Federal Information Security Management Act (FISMA) regarding 
continuous network monitoring and near real-time risk management. RedSeal generates metrics trending security infrastructure’s response to changing 
demands, as prescribed by the National Institute of Standards and Technology (NIST) and the White House Office of Management and Budget (OMB). https://www1.redsealnetworks.com/content/solutions-federal

RSA Archer Management Modules X X X X

RSA Archer Threat Management: consolidates threat data and reports on threat remediation activities, enabling a consistent, repeatable threat 
management process.
RSA Archer Policy Management: Establish policy management for your corporate governance, risk management, and compliance (GRC) program. RSA 
Archer Risk Management: Optimize risk management with a systematic approach to identify, assess, decision, treat, and monitor risks. RSA Archer 
Compliance Management: Document your enterprise governance, risk management, and compliance (eGRC) control framework and respond to policy and 
regulatory compliance issues. RSA Archer Enterprise Management: Manage relationships and dependencies within your business hierarchy and 
operational infrastructure to support governance, risk, and compliance (GRC). RSA Archer Business Continuity Management: Automate business continuity 
and disaster recovery planning and enable crisis management in one governance, risk management, and compliance (GRC). RSA Vulnerability Risk 
Management: Effectively manage the entire vulnerability lifecycle, from detection and reporting through remediation and verification. RSA Security 
Operations Management: Accelerate and improve responses to security incidents and data breaches by leveraging industry best practices, threat 
intelligence, and context. RSA Archer Assessment & Authorization for Federal Government Agencies: Comply with FISMA while improving security. RSA 
Archer Continuous Monitoring for Federal Government Agencies: Enable continuous monitoring, mitigate security risk, and comply with FISMA through 
insight into device security and “worst-first” risk resolution. RSA Archer GRC Platform:Adapt enterprise governance, risk management, and compliance 
(GRC) products to your requirements, build applications, and integrate with other systems. http://www.emc.com/security/rsa-archer.htm#!modules

RSA Security Analytics Appliance X X X
RSA Security Analytics: A security monitoring platform that leverages and extends the architecture and analytics of RSA NetWitness. Security Analytics 
redefines SIEM by combining network monitoring, traditional
log-centric SIEM, forensics, compliance, and big data management and analytics. http://www.emc.com/security/security-analytics/security-analytics.htm

ServiceNow Orchestration X X X X

ServiceNow Orchestration enables the automation of processes that involve systems and applications outside of the ServiceNow environment. An 
extension of graphical workflows in the ServiceNow Service Automation Platform, Orchestration ensures that automation is repeatable, secure and 
compliant. Additionally, options for adding orchestration activities and applications, such as ServiceNow Cloud Provisioning, give IT the flexibility to 
increase levels of automation as processes mature http://www.servicenow.com/products/orchestration.html

Solarwinds.net Enterprise Operations Console X X SolarWinds Network Configuration Manager (NCM) simplifies configuration management for your ever-growing list of network devices. Our configuration 
management software lets you centrally manage all of your multi-vendor devices from a single intuitive, point-and-click Web console http://www.solarwinds.com/network-configuration-manager.aspx

Solarwinds.net Network Configuration Manager X X
SolarWinds delivers agentless application and server monitoring software that provides monitoring, alerting, reporting, and server management. This 
affordable, easy-to-use server monitoring and application performance management software supports multiple hardware vendors including Dell®, HP®, 
and IBM System x®, along with the underlying hardware for your VMware® hosts http://www.solarwinds.com/server-application-monitor.aspx

Solarwinds.net Server & Application Monitor X X

SolarWinds® Enterprise Operations Console delivers a command center for monitoring your enterprise-wide network health, providing a single interactive 
screen that aggregates data from multiple SolarWinds Orion-based deployments. This simplifies the management of large, distributed networks by 
providing a unified view into the performance of your network and also accelerates your ability to identify and resolve issues. SolarWinds Enterprise 
Operations Console provides a consolidated command center to monitor your entire enterprise network and gives you unified visibility into remote Orion-
based servers. With SolarWinds Enterprise Operations Console, you can monitor as few as several hundred network elements to more than one million 
elements by consolidating data from dozens of remote Orion-based server deployments. http://www.solarwinds.com/enterprise-operations-console.aspx

Splunk Splunk App for Enterprise Security X X X X
The Splunk App for Enterprise Security runs on top of Splunk Enterprise to identify and address these emerging security threats through the use of 
monitoring, alerts and analytics. Suitable for a small security team or an enterprise security operations center, the app is the primary data interface for the 
security professional faced with a growing list of challenges. http://www.splunk.com/view/enterprise-security-app/SP-CAAAE8Z

Splunk Splunk Enterprise X X X X

Your IT systems and technology infrastructure—websites, applications, servers, networks, sensors, mobile devices and the like—generate massive 
amounts of machine data.  By monitoring and analyzing everything from customer clickstreams and transactions to network activity and call records, 
Splunk Enterprise turns your machine data into valuable insights.  Troubleshoot problems and investigate security incidents in minutes, not hours or days. 
Monitor your end-to-end infrastructure to avoid service degradation or outages. Gain real-time visibility into customer experience, transactions and 
behavior. http://www.splunk.com/view/splunk/SP-CAAAG57

Symantec Altiris X X X X The Symantec Endpoint Management software family of products powered by Altiris technology can help you drive down IT costs, improve efficiencies 
with comprehensive configuration management, take control and automate your IT infrastructure, and much more. http://www.symantec.com/endpoint-management

Symantec App Center Enterprise X X X X
Symantec App Center is an easy-to-use mobile application and content management solution that secures corporate data on mobile devices, regardless of 
ownership. By offering enterprise-grade, app-specific security, App Center provides a unified platform for addressing diverse enterprise mobility needs, 
simply and seamlessly, that enables user productivity while protecting enterprise data. Available in on-premise and SaaS versions, App Center delivers 
advanced application control without requiring any source code changes or SDK embedding. http://www.symantec.com/app-center

Symantec Control Compliance Suite X X X X
Control Compliance Suite delivers business-aware security and risk visibility so that customers are effectively able to align priorities across security, IT 
operations, and compliance. It automates continuous assessments and delivers a unified view of security controls and vulnerabilities. With Control 
Compliance Suite, customers are able to harden the data center, prioritize security remediation, enable the secure migration to the software-defined data 
center, and support continuous assessments for Cyber Security and Continuous Monitoring. http://www.symantec.com/control-compliance-suite

Symantec Critical System Protection Monitoring X X X Symantec Critical System Protection Monitoring Edition detects changes and behaviors on virtual, physical and multi-OS systems to reduce operational 
downtimes and meet critical security and compliance requirements. The real time monitoring process oversees system, data and application files, registry 
keys, configuration settings and user and application behaviors on servers with minimal system impact. http://www.symantec.com/critical-system-protection-monitoring-edition
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Symantec Endpoint Protection X X X X

Symantec Endpoint Protection
It's time to move beyond antivirus with layered protection at the endpoint. Symantec Endpoint Protection 12.1.4 brings unrivaled security and blazing 
performance across physical and virtual systems and is equipped to protect the latest operating systems achieving maximum performance and advanced 
protection.
Symantec Insight technology reduces antivirus scans while SONAR stops cyber-criminals and zero-day attacks. Only Symantec Endpoint Protection 12.1.4 
provides the security you need through a single, high-powered agent, for the fastest, most-effective protection available.

http://www.symantec.com/endpoint-protection

Symantec Mobile Management X X X X
Symantec Mobile Management (SMM) is a scalable MDM platform that enterprises can rely on to enable, secure and manage mobile devices. SMM 
enables enterprise-wide mobile email and application rollouts, safeguards mobile data and devices and provides comprehensive visibility and control of the 
mobile environment. Built on an enterprise-proven and globally deployed platform, SMM provides the scalability and robustness for enterprises to 
mobilize with confidence. Supports iOS, Android and Windows Phone platforms. http://www.symantec.com/mobile-management

Symantec Protection Center Enterprise X X X X

Symantec Protection Center Enterprise 3.0 (SPC Enterprise) is a powerful data collection and analytics platform. Leveraging this platform, you can 
communicate the impact of threats and IT risks in business terms. It lets you collect data from multiple security solutions, compute an aggregate business 
risk score, generate dashboards, and report and automate key processes using a workflow. Key benefits:
Provides business centric analysis of security information.
Ensures a complete view by integrating your entire security portfolio.
Quick deployment with pre-shipped security metrics and connectors.
Provides a central solution for role-based information sharing.
Automate remediation with action plans and workflows. http://www.symantec.com/business/support/index?page=content&id=HOWTO82748

Symantec Risk Automation Suite X X X X
Symantec Risk Automation Suite
SRAS automates and orchestrates enterprise IT security and risk management. SRAS simplifies and integrates network discovery, baseline configuration 
management and vulnerability management enabling reporting for enterprise risks and regulatory compliance. It offers flexible agent-based or agent-less 
data gathering options across multiple hardware and software platforms. SCAP validated, enterprise proven. http://www.symantec.com/risk-automation-suite

TAPE Cyberforge Cauldron X X
Cauldron visualizes potential attacks against the enterprise by building a network model using results from vulnerability scanners, asset management, 
firewall rules and other data sets as needed. Cauldron then predicts possible paths of cyber attack from its inputs to allow the enterprise to visualize cyber 
gaps, do “what if” analysis and validate mitigation methods before operational deployment. By aggregating “silo” data sets, the synergies created enable 
the security stakeholders to visually represent the impact of change (even a single element) on the entire cyber security eco-system http://cyvisiontechnologies.com/section/Cauldron/9/

Tenable SecurityCenter Continuous View X X X X

Tenable SecurityCenter Continuous View™ (SecurityCenter CV™) is the only comprehensive vulnerability, threat and compliance management platform 
that alleviates the arduous and time-consuming process of performing forensic analysis and threat or incident response. SecurityCenter CV secures your IT 
environment of physical and virtual systems as well as across mobile devices, virtual machines, and cloud services. Tenable's SecurityCenter CV 
incorporates unlimited Nessus® and Passive Vulnerability Scanner™ (PVS™), and the Log Correlation Engine™ (LCE™) in a SecurityCenter CV platform. 
Security Center CV offers large merchants continuous monitoring and centralized intelligence for maintaining an ongoing posture of compliance with the 
PCI standards. http://www.tenable.com/industries/pci http://www.tenable.com

Tenable Tenable Series Appliance X X X X http://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/uploads/documents/Tenable_Appliance_Guide.pdf http://www.tenable.com

Trend Micro Deep Security - Compliance Pack X X X X
Deep Security provides advanced server security for physical, virtual, and cloud servers. It protects enterprise applications and data from breaches and 
business disruptions without requiring emergency patching. This comprehensive, centrally managed platform helps you simplify security operations while 
enabling regulatory compliance and accelerating the ROI of virtualization and cloud projects. http://www.trendmicro.com/us/enterprise/cloud-solutions/deep-security/#why-you-need-it

Tripwire CCM Management Server X X X X
Tripwire Configuration Compliance Manager automates configuration auditing, change monitoring and configuration compliance processes, providing 
visibility and assurance of system configurations and the compliance impact of configuration changes. Tripwire CCM employs an agentless architecture, 
requiring no software to install on the monitored endpoints. This provides ease of management across the largest networks, highly cost-effective 
deployment and the ability to profile every system in the extended enterprise. http://www.tripwire.com/register/tripwire-configuration-compliance-manager-datasheet/

Tripwire Device Profiler X X X X
The Device Profiler is a new, high performance vulnerability scanning appliances that discover and assess every IP address on a global network for security 
conditions. The new appliances is optimized for vulnerability scanning, web application vulnerability scanning and SCAP configuration scanning on the same 
appliance, dramatically reducing the total cost of ownership http://www.tripwire.com/register/device-profiler-40004050-datasheet/

Tripwire IP360 X X X X
Tripwire IP360 scales to the largest networks in the world using one or more hardware or virtual appliances and optional cloud-based scanning. http://www.tripwire.com/it-security-software/enterprise-vulnerability-management/tripwire-ip3

Tripwire Tripwire Enterprise X X X X Tripwire Enterprise is a security configuration management suite whose Policy Management, Integrity Management, and Remediation Management 
capabilities stand alone or work together as a comprehensive, tightly integrated SCM solution. Along with Tripwire Configuration Compliance Manager, 
Tripwire can address the range of enterprise systems that can be monitored with an agent or agentlessly. http://www.tripwire.com/it-security-software/scm/tripwire-enterprise/

Tripwire VIA Data Mart X X X X

The Tripwire VIA Data Mart's key features are: Produces rich displays of current security posture and trends, for one department or across global 
enterprises, allows users to combine rich security data from configuration testing engines, real-time change data, and external sources like vulnerability 
and anti-virus systems, and deliver a precise “single-score roll-up” of security posture and provides a robust extract/transform/load (ETL) process that pulls 
security data from operational back-end databases and inserts it into an efficient, report-focused database, complete with auditing and automated error-
checking http://www.tripwire.com/it-security-software/data-mart/

Tripwire VnE Manager X X X X
The VnE Manager is the centralized management appliance for Tripwire® IP360™ that is designed to support the latest features and benefits available in 
Tripwire IP360 version 7.3 and above, enabling organizations to benefit from the latest feature improvements available in the world’s leading vulnerability 
management solution. http://www.tripwire.com/register/tripwire-vne-manager-160046005600ev-powerful-appliances-

Triumfant IT Management Base for Managed Popula X X X
Triumfant helps businesses and government agencies address interruptions in service by proactively identifying and resolving known errors on endpoint 
computers and servers (Incident Management) and by providing insights to problems where the root cause has yet to be determined (Problem 
Management). http://www.triumfant.com/pdfs/FactSheetIncandProb.pdf

Triumfant Resolution Manager X X X

The Triumfant agent is the perfect balance of performance and precision, performing its scanning with minimal intrusion on the host machine. Once the 
agent has made a complete scan of the machine, it then looks for changes in the state attributes and captures those changes for analysis by the server. 
Using change-data-capture further ensures efficiency and minimizes impact to the host machine and the network. 

The agent sends changes to the server once per day for analysis by default, but the agent employs a real-time scan that looks for specific changes that 
malware frequently employ, such as autostart mechanisms. Encountering one of these markers of malicious activity immediately triggers immediate 
contact with the server to start the analytic process, enabling real-time analysis of attacks. 
 http://www.triumfant.com/Triumfant_Resolution_Manager.asp



All product categorizations, descriptions and weblinks have been received from the manufacturer's and are for reference only, 
subject to change at any time, and have not been modified or endorsed by GSA or DHS. 
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Trustwave Enterprise Linux X X X

Intellitactics Security Manager (ISM) is a comprehensive enterprise security management software solution that adapts to unique enterprise requirements. 
ISM is ideally suited for organizations wanting to implement well developed processes, integrate with enterprise operations and want to realize a fully 
evolved governance, risk and compliance strategy.

Compliance: ISM provides a complete solution for organizations concerned with compliance of internal policies, PCI or regulatory standards. ISM offers 
audit-worthy reports to illustrate compliance with one or more standards, reports that show standard of due care and reports that uncover opportunities 
for improvement to sustain compliance.

https://www.trustwave.com/home/

Trustwave ISM/NSM X X X

Intellitactics Security Manager (ISM) is a comprehensive enterprise security management software solution that adapts to unique enterprise requirements. 
ISM is ideally suited for organizations wanting to implement well developed processes, integrate with enterprise operations and want to realize a fully 
evolved governance, risk and compliance strategy.

Compliance: ISM provides a complete solution for organizations concerned with compliance of internal policies, PCI or regulatory standards. ISM offers 
audit-worthy reports to illustrate compliance with one or more standards, reports that show standard of due care and reports that uncover opportunities 
for improvement to sustain compliance.

https://www.trustwave.com/home/

Trustwave NAC-Appliance X X X
SAFE LA simply acquires logs, compresses and encrypts logs then forwards the logs to a Security Data Warehouse™ (SDW) on any of the other SAFE 
appliances or on the Intellitactics Security Manager server. All of the New SAFE appliances are packaged to be right sized for every organizational model 
and budget. https://www.trustwave.com/Resources/Library/Documents/?page=1&product=0&topic=3&type

Veracode Discovery Scan X X X X Provides detailed intelligence about the application layer such as what types of application servers are running and whether authentication is required, 
unlike traditional network scanners that perform simple port scans to identify infrastructure components. http://www.veracode.com/products/web-application-discovery/discovery

Veracode Dynamic MP Scan X X X X DynamicMP rapidly baselines your application risk by performing a broad, unauthenticated scan of all public-facing web applications, typically starting with 
a prioritized list identified by our Discovery technology. http://www.veracode.com/products/web-application-discovery/dynamicmp

Veracode Federal Private Instance X X X X Federal Private Instance Subscription / Federal Instance Maintenance http://www.veracode.com

Veracode MARS Application Protection X X X X
Veracode’s App Reputation Service provides behavioral intelligence about mobile applications to help you determine which mobile apps violate enterprise 
policies for security and privacy. Our integration with mobile device management (MDM) solutions helps you act on those policy violations to enforce 
compliance. http://www.veracode.com/products/mobile-application-security/reputation-service

ViewTrust Technology, Inc. Complyvision Enterprise X X X X

 ComplyVision™ solution provides highly intuitive and easy to use compliance audit solution for various regulatory audits such as GLBA, HIPAA, FISMA, CA 
SB1386 and vendor audits such as Visa CISP. The auditing tool can be used by internal or external auditors. Internal auditors can conduct a gap analysis on 
the IT controls existing within an enterprise. The simple easy to use desktop based program eliminates the complexity and addresses the audit needs 
through a well thought out methodology right out-of-the-box.
The core frame-work for the product is based on ISO 17799 and COBIT standard. Users can selectively add various compliance modules to the base 
package. Each section of the audit can be assigned to various individual departments, thus allowing distribution of task lists. http://www.viewtrust.com/complyvision.htm

ViewTrust Technology, Inc. ThreatVision ACE X X X X

ACE solution for Cyber Security provides a Continuous Risk and Compliance monitoring capability that provides: Proactive Risk Management using 
Standards based Framework, Continuous Monitoring of each asset for Compliance and Risk by building a 360 degree view of each asset within the 
enterprise, Continuous monitoring requires ability to process massive volumes of variety of data quickly (Volume, Variety and Velocity). The data could be 
structured or unstructured, Perform deep automated and manual analysis based on threat and impact analysis, Building and utilizing knowledgebase for 
continuous refinement of data analytics, Enabling near automated mitigation by interfacing with other tools and technologies http://www.viewtrust.com/ace.htm
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